55 35 B 71 1) W OfE ¥
2014410 H

Journal on Communications

do0i:10.3969/j.issn.1000-436x.2014.21.020

#| F netfilter NFQUEUE 3£ I < IAER) HTTP E E 0]

RIRA, AER
CHERPERAR Y SR, 20 A 230026)

#  E: FIH netfilter (1) NFQUEUE #Lifil, B¢ A UEF 7 1f) TCP 80 difi [ 58 & 3% 22 1/ 28 EFE redir_http, redir_http
i SR AR 7 R L B B A 2, AE T A SEIL HTTP S (W S fig . IX RSBy VR BE (RAE 1 3058 1) R s E g
N gk Linux WA IMEBRTH R, BIRTHFREIRE, & REISITINTEE .

XKHEiR: portal I\iE; HTTP HE[4]; NFQUEUE

PESHES: TP393.07 XERFRIZAG: A XEHS: 1000-436X(2014)21-0103-04

Portal authentication HTTP redirection using netfilter NFQUEUE

ZHANG Huan-jie, XIA Yu-liang
(Network Information Center, University of Science and Technology of China, Hefei 230026, China)

Abstract: When using portal for user authentication, unauthorized user's HTTP access should be redirected to portal
login page to help user do authentication.Using netfilter NFQUEUE target send unauthorized user TCP port 80 packets to
user-space program redir_http. Redir_http will send IP reply packets to user do HTTP redirection with the help of raw

socket. Using NFQUEUE can ensures high performance redirection, avoid troublesome development in the Linux ker-
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nel,simplify application development and improve system stability.
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iptables —A FORWARD —j ACCEPT —m ipright

iptables —~A FORWARD -j NFQUEUE —p tcp
—dport 80 —i eth0

iptables —~A FORWARD —j DROP
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const int on = 1;

sockfd=socket(AF INET,SOCK RAW,IPPROT
O _RAW);

setsockopt(sockfd,[IPPROTO_IP,JP_ HDRINCL,
&on, sizeof(on));
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gh =nfq_create_queue(h, qid, &cb, NULL);

nfq set mode(qgh, = NFQNL COPY_ PACKET,

0xffft);
while (1) {
rv = recv(fd, buf, sizeof(buf), 0);
if(rv > 0) nfq_handle packet(h, buf, rv);

}
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to.sin_addr.s_addr = ip->daddr;

to.sin_family = AF_INET;

to.sin_port = tcph->dest;

sendto(sockfd, pkt, pkt len, 0, (const struct
sockaddr *) &to, sizeof(to))
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HTTP/1.1 200 OK

Server: redir_http by james@ustc.edu.cn

Content-Type: text/html; charset=iso-8859-1

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Connection: close

<html><head>

<title>redirecting to http://wlt.ustc.edu.cn</title>

</head><body>

<hl>redirecting to http://wlt.ustc.edu.cn</h1>

:" 1

<script language="javascript">

window.location.href=http://wlt.ustc.edu.cn/cgi-
bin/ip?url=http://google.com/";

</script><p>redirecting to

<a href="http://wlt.ustc.edu.cn/">http://wlt.ustc.
edu. cn/</a>.</p>

</body></html>
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Concurrency Level: 10
Time taken for tests: 11.615409 seconds
Complete requests: 100000

Requests per second:  8609.25 [#/sec] (mean)

Time per request: 1.162 [ms] (mean)
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